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package main

import (

"net"
"github.com/google/gopacket™
"github.com/google/gopacket/layers"”
)
func main() {
// 1. Creating Network Layer (IP)
ipLayer := &layers.IPv4{
SrcIP:
DstIP:

Version:

// 2. Creating Transport Layer (TCP)

tcpLayer := &layers.TCP{

SrcPort: layers.TCPPort(43210),

DstPort: layers.TCPPort(443),
ACK: true, //
PSH: true, //

Window: 1560}

net.ParseIP("192.168.1.10"), //
net.ParseIP("203.06.113.50"), //
4, Protocol: layers.IPProtocolTCP
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Client IP

Filtered Server IP

- Magic is here!

Activating ACK (Without SYN!)

PSH Flag for sending data immediately

// Calculating checksum to avoid packets from being dropped by routers

tcpLayer.SetNetworkLayerForChecksum(ipLayer)

// 3. Capsulate and convert layers to bytes (Serialization)

buf := gopacket.NewSerializeBuffer()

opts := gopacket.SerializeOptions{ComputeChecksums: true, FixLengths: true,}

// Mix IP and TCP layers (Payload)

gopacket.SerializelLayers(buf, opts,

ipLayer,tcplLayer,

gopacket.Payload([ |byte("Secret Data Request!™)))

// Ready to inject to network card

packetBytes := buf.Bytes()
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